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Please carefully read this Internet Banking Agreement for the use of Online Banking and Related Services provided by 
First Citizens State Bank (FCSB). 

 
By continuing and utilizing internet banking, you agree to the terms and conditions of this Agreement including your 
consent to future amendments of the Agreement. 

 
The terms and conditions of the deposit agreements and disclosures for each of your FCSB accounts as well as your 
other agreements with FCSB, such as loans, continue to apply. 

 

Please read this Agreement and keep a copy for your records. 
 

Account Requirements 
To subscribe to FCSB’s Online Banking, you must maintain at least one account with FCSB. 

 
FCSB’s internet banking will allow you to access more than one account, to view account balances and transaction 
information, transfer funds among designated accounts, and pay bills from designated accounts. 

 
FCSB reserves the right to refuse to open an account or deny customers the ability to access Online Banking, to limit 
access or transactions or to revoke a customer’s access to Online Banking, including the Bill Payment Service, 
without advance notice to the customer. 

 
PIN and Security Procedures 
You will need to have an Access ID and a Password. Your Access ID is your primary account number. The 
Password is a confidential personal identification number. Your initial Password will be assigned by our New 
Accounts Department. Upon entering the site for the first time, you will be required to choose a new Password. 

 
Your password should not be associated with any commonly known personal identification, such as social security 
numbers, address, date of birth, or names of children and should be memorized rather than written down. 

 
You agree not to give your Access ID and Password or otherwise provide access to your account with Online Banking 
to any unauthorized person. You also agree that you will be solely responsible, and FCSB will not be liable,for any 
transaction ordered by any person to whom you have granted access regardless of the purpose for which you granted 
the access, or for any information about your account revealed in reliance upon your Password. 

 
If you believe that someone may attempt to use the Online Banking without your consent or has transferred money 
from your account without your permission, you must notify us at once by calling us at 262-473-2112 or 800-236- 
8766 during normal business hours. Failure to give us prompt notice may limit your rights to recover any 
unauthorized payment. 

 
If you do not use your Online Banking account for a period of 180 days, your Online Banking access may 
automatically become inactive and you will need to contact FCSB to re-activate your Online Banking access. 

 
Daily Processing Deadlines 
Account information displayed through the FCSB website is the current information at the time the transaction takes 
place. Transfers between accounts initiated on your computer using Online Banking, and received by FCSB by 5:00 
PM (Central Time) Monday through Thursday, by 6:00 PM (Central Time) on Friday (excluding legal holidays) will be 
effective on the current business day. Transfers processed on your computer using the FCSB website, and received 
after 5:00 PM (Central Time) Monday through Thursday, or after 6:00 PM (Central Time) Friday, all day Saturday, 
Sunday, and banking Holidays will be effective the following business day. 

 
Limitations on Transfers and Payments 
Payments and transfers will not be completed for you if there are not sufficient funds in your account to cover the 
payment or transfer. It is your responsibility to keep sufficient funds in your account to cover these transactions. No 
transfers are permitted from a retirement account or certificate of deposit. Balances shown in your account may 
include funds or deposits accepted subject to verification by us. The balance may also differ from your records due 
to deposits in progress, outstanding checks or other withdrawals, or service charges. 
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Bill Payment Services 
Separate disclosures will be provided, and must be accepted by you, before you will be permitted access to this 
service. 

 
Mobile Phone Use 
First Citizens' Internet Banking allows you to access your account information with your mobile phone. You can set 
up and maintain your mobile phone number, carrier, and PIN number via your PC. Data and messaging charges 
from your telecommunications provider may apply, and you are responsible for any such charges. In the event your 
enrolled mobile or cellular device is lost or stolen, you agree to update your enrollment information and make the 
appropriate changes to disable the use of such devices or call 262-473-2112 for assistance. You understand that 
there are risks associated with using a mobile device, and that in the event of theft or loss, your confidential 
information could be compromised. If you share your phone with someone else they may be able to access your 
account information. 

Electronic Funds Transfer Act 
1. Coverage. You have requested that we permit you to access an electronic funds transfer system to make certain 

electronic funds transfers described in paragraph 10(b) and (if applicable) that we issue to you an automated teller card or 
debit card ("Card"). By requesting, receiving, signing, using, authorizing another to use or otherwise accepting the Card 
(including any replacement or substitute Card), an electronic funds transfer or the electronic funds transfer system, you 
and any authorized users, agree to be bound by this Agreement. The electronic funds transfer system and any Card (if 
issued to you) are collectively referred to in this Agreement as the "EFT System." References in this Agreement to use of 
your Card also include use of the Card number without use of the plastic. This Agreement applies to all persons that are 
party to the accounts that are accessed through the EFT System. Every person who owns or is authorized to use the 
accounts is responsible for the use of the EFT System. In this Agreement, the terms "you" and "your" refer to each party 
to the account and to each authorized user, and the terms "us," "we," and "our" refer to the Bank. Transactions and 
accounts governed by this Agreement are also subject to applicable federal and Wisconsin laws and regulations and any 
other rules or agreements governing or referring to the transactions or accounts, including but not limited to account 
agreements, debit card rules, funds avail- ability rules, depository agreements and the Operating Rules of the National 
Automated Clearing House Association. Except as may be specifically indicated in this Agreement, in cases of 
inconsistency or conflict between the other rules or agreements and this Agreement, this Agreement shall control. You 
authorize us to charge your account(s) for all authorized transactions resulting from the use of the EFT System or 
resulting from any other authorized transfers and you assume all responsibility and liability for all such transactions. All 
deposits, payments and transfers made through the use of the EFT System or by any other authorized transfer are 
subject to proof and verification by us. Deposits made after our cutoff time will be credited the following business day. 

2. Authorized Use of Card and PIN. We will issue one or more codes or personal identification number(s) (all called 
"PINs") to you for use in connection with the EFT System. You agree not to disclose the PINs to anyone other than 
authorized users of the EFT System. If anyone uses your Card or your PINs with your permission, you will be responsible 
for any charges made to the account. You agree to safely keep the Card and PINs, not to record the PINs on a Card or 
otherwise disclose or make it available to anyone other than an authorized user, and to use the Card and PIN only at 
terminals that accept the Card and as instructed. Never enter the PIN in any terminal that does not look genuine, has a 
suspicious device attached, or is operating in a suspicious manner. 

3. Liability Disclosure.  
(a) Tell us AT ONCE if you believe your Card or your PINs have been lost or stolen or if you believe there have been 

unauthorized transfers to or from your account or if you believe that an electronic fund transfer has been made without 
your permission using information from your check. Telephoning is the best way of keeping your possible losses down. 
You could lose all of the money in your account (plus your maximum overdraft line of credit.) Subject to limitations in 
paragraph 3(b), below, if you tell us within two business days after you learn of the loss or theft of your Card or your PINs, 
you can lose no more than $50.00 if someone used your Card or your PINs without your permission. But, if you do NOT 
tell us within two business days after you learn of the loss or theft of your Card or your PINs and we can prove we could 
have stopped someone from using your Card or your PINs without your permission if you had told us, you could lose as 
much as $500.00. Also, if your statement shows transfers that you did not make, including those made by Card, PIN or 
other means, tell us at once. If you do not tell us within 60 days after the statement was mailed to you, you may not get 
back any money you lost after the 60 days if we can prove that we could have stopped someone from taking the money if 
you had told us in time. If a good reason (such as a long trip or a hospital stay) kept you from telling us, we will extend the 
time periods. 

(b) Additional Limit on Liability for Visa® Check Card. Unless you have been negligent or have engaged in fraud, you 
will not be liable for any unauthorized transactions using your lost or stolen Visa® Check Card. This additional limit on 
liability does not apply to ATM transactions outside of the U.S., to ATM transactions not sent over Visa or Plus Networks, 
or to transactions using your Personal Identification Number which are not processed by Visa®. Visa is a registered 
trademark of Visa International Service Association. 
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(c) Your liability for unauthorized transactions made using your Card is further limited, and any applicable conditions 
to these limitations on your liability for unauthorized transactions using your Card are, as follows: 
If a loss is reported on a PIN transaction within 60 days after the statement was mailed. 

4. Address and Telephone Number. If you believe your Card or PINs have been lost or stolen or that someone has 
transferred or may transfer money from your account without your permission, call (262) 473-2112 (or 1-800-472-3272 for 
lost or stolen VISA Check Cards only) or write to First Citizens State Bank, 207 W. Main St., P.O. Box 177, Whitewater, 
WI 53190. You should also call the number or write to the address listed above if you believe a transfer has been made 
using the information from your check without your permission. 

5. Business Day Disclosure. For purposes of these disclosures, our business days are Monday through Friday.  
The following holidays are not included as business days: Federal Holidays. 
6. Goods and Services Purchased. If a merchant accepts the Card in payment of goods or services, and you 

receive credit from the merchant for goods returned or adjustments, your account will be credited. We will not make cash 
refunds to you on purchases made with the Card. Unless your use of the Card results in a loan from us to you, you must 
raise any claim or defense with respect to goods or services purchased with your Card directly with the merchant who 
honored the Card. 

7. Chargebacks. As to any transaction which (a) involves a sale of goods or services which is paid for directly 
through a terminal; (b) involves a transfer of $50 or more from a deposit account; and (c) does not involve a check or 
draft, we shall, upon receipt within three business days of the transmission of written or oral notice from you, reverse the 
transaction and re-credit your account. 

8. Terminal Malfunctions. Terminals and these services are available for your convenience and we are not liable for 
the unavailability or failure to operate of all or any part of a terminal. You release us from liability for personal injury or 
property damage incurred by you in connection with use of the Card or any terminal and consequential damages incurred 
in connection with the use of a Card or terminal. 

9. Termination. We may terminate your privilege of using the EFT System and we and/or VISA and/or MasterCard as 
applicable may withhold approval of any transaction at any time. The privilege of using the Card and your PINs by any of 
you may be terminated by any one person who can use the accounts accessible with the Card or PINs. The Card is our 
property and shall be surrendered by you to us upon request and regardless of who terminates the Card privileges. 
Termination shall not affect the rights and obligations of the parties for transactions made with the EFT System before the 
privileges are terminated. 

10. Account Access. You may make the following types of electronic funds transfers:  
(a) You may use your Card (or in some cases the Card number) and its PIN, when required, to accomplish the 

following transactions (some of these services may not be available at all terminals.): 
•   Withdrawal of cash from checking account. 
•   Withdrawal of cash from savings account. 
•   Deposit to checking account. 
•   Deposit to savings account. 
•   Transfer of funds from checking account to savings or checking account. 
•   Transfer of funds from savings account to checking or savings account. 
•   Payment to Bank. 
•   To purchase goods or to pay for services in person, by phone or by any online means from checking account 
(not available on ATM Cash cards). 
    

(b) You may make the following types of electronic funds transfers (other than by using your Card): You may 
preauthorize a one-time and/or recurring debit(s) from and/or credit(s) to your account(s). You may authorize a merchant 
or other payee to make a one-time electronic payment from your checking account using information from your check to 
(i) pay for purchases and (ii) pay bills. 

11. Limitations on Transfers. Your account is subject to the following limitations, which may restrict your ability to 
make electronic funds transfers. 

• Foreign transactions may be blocked based upon country and/or transaction type. 
• Withdrawal can be made only from collected funds. 

•The following specific limitations apply to the frequency and dollar amount of other types of transfers that you may make 
using your Card: A daily cash withdrawal limit of $505. 
•The following specific limitations apply to other types of electronic fund transfers that you may make: A daily Merchant 
Point of Sale limit of $2,500. 

For security reasons, there may be other limits on transfers you may make. 
12. Notice Regarding Illegal Transactions. You agree that you will not use your Card for any illegal gambling or any 

other illegal transaction. We reserve the right to block the use of your Card for a gambling transaction. 
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13. Overdrafts/Credit Account. Each withdrawal or transfer from an account is an order to us to pay from that 
account at that time, which we may charge against the account even though the charge creates an overdraft. The time 
required to charge or credit your account after you use your Card will depend on the location of the terminal and the type 
of transaction, however we reserve the right to charge your account immediately upon your request for the funds transfer. 
If you overdraw your account you agree to immediately pay us the overdrawn amount, together with any applicable fees. 
If the account is maintained in connection with an overdraft credit plan, any overdraft will be made in accordance with the 
agreement or rules governing that account rather than this Agreement. If any account is a credit account, such as a Visa 
card or MasterCard card account, you should refer to the agreement provided in connection with that account for your 
rights and responsibilities relating to transactions affecting that account in which the Card is used. 

14. Charge for Transfers. We will charge you for electronic fund transfers the fees, if any, identified in our current fee 
schedule accompanying this Agreement, as may be amended from time to time. When you use a terminal not owned by 
us, you may be charged a fee by the terminal/network operator and you may be charged a fee for a balance inquiry even 
if you do not complete a funds transfer. You will be notified of any such fee when you use the terminal. You may also 
authorize a payee to electronically debit from your account a fee because a check you presented to the payee was 
returned for insufficient funds. 

15. Terminal Transfers. Unless you are transferring $15 or less to or from your account using an electronic terminal 
that accepts your Card, you can get a receipt at the time you make any transfer to or from your account using an 
electronic terminal that accepts your Card. 

16. Periodic Statements. Unless the only type of electronic transfer that you receive is a preauthorized deposit to 
your savings account, you will get a monthly account statement. If there are no transfers in a particular month, you will get 
a statement at least quarterly. 

17. Passbook Account Where the Electronic Fund Transfers are Preauthorized Credits or Debits. If you bring 
your passbook to us, we will record any electronic deposits that were made to your account since the last time you 
brought in your passbook. 

18. Preauthorized Credits. If you have arranged to have direct deposits made to your account at least once every 60 
days from the same person or company, you can call us at (262) 473-2112 to find out whether or not the deposit has 
been made. 

19. Preauthorized Withdrawals. 
(a) Right to Stop Payment and Procedure for Doing So. If you have told us in advance to make regular payments out 

of your account, you can stop any of these payments. Here's how: Call us at (262) 473-2112 or write us at First Citizens 
State Bank, 207 W. Main St., P.O. Box 177, Whitewater, WI 53190, in time for us to receive your request, 3 business 
days or more before the payment is scheduled to be made. If you call, we may also require you to put your request in 
writing and get it to us within 14 days after you call. We will charge you for each stop payment order you give us, the 
charge for stopping payment is identified in our current fee schedule and may be amended from time to time. 

(b) Notice of Varying Amounts. If these regular payments may vary in amount the person you are going to pay will tell 
you, 10 days before each payment, when it will be made and how much it will be. You may choose instead to get this 
notice only when the payment would differ by more than a certain amount from the previous payment, or when the 
amount would fall outside certain limits that you set. 

(c) Liability for Failure to Stop Payment of Preauthorized Transfer. If you order us to stop one of these payments 3 
business days or more before the transfer is scheduled, and we do not do so, we will be liable for your losses or 
damages. 

20. Our Liability For Failure to Make Transfers. If we do not complete a transfer to or from your account on time or 
in the correct amount according to our agreement with you, we will be liable for your losses or damages. However, there 
are some exceptions. We will not be liable, for instance: 

• if through no fault of ours, your account does not contain enough money to make the transfer. 
• if the money in your account is subject to legal process or other encumbrances restricting the transfer. 
• if the transfer would go over the credit limit on your overdraft credit plan, if any. 
• if the terminal where you are making the transfer does not have enough cash. 
• if the terminal or transfer system was not working properly and you knew about the breakdown when you started 

the transfer. 
• if circumstances beyond our control (such as fire or flood) prevent the transfer despite reasonable precautions 

that we have taken. 
• if incomplete or inaccurate information is forwarded by the U.S. Treasury or through an automated clearing 

house. 
• as otherwise indicated in the Agreement. 
21. Account Information Disclosure. We will disclose information to third parties about your account or the transfers 

you make: (a) to third parties where it is necessary for completing or tracing transfers or resolving errors or claims; or (b) 
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to verify or disclose the existence, amount or condition of your accounts for third parties, such as credit bureaus, 
merchants or other financial institutions; or (c) pursuant to court orders and other legal process; or (d) to comply with 
subpoenas, summonses, search warrants or requests from government agencies; (e) to comply with state or federal laws 
requiring us to provide information regarding depositors and their accounts to governmental agencies; (f) to other 
companies affiliated with us, unless you have opted out of such disclosure in accordance with our Deposit Account Rules 
or privacy policy we provide to you; (g) to others with your consent; or (h) otherwise in accordance with our privacy policy 
we provide to you. 

22. Foreign Currency Conversion and International Fees. If you use your Card or account for a transaction in a 
foreign country, the transaction amount will be converted to U.S. currency. Depending on whether you use a VISA or 
MasterCard debit card, VISA or MasterCard may do the conversion. If the transaction is processed by VISA, VISA will use 
a currency conversion rate it selects from the range of rates available in wholesale currency markets for the day prior to 
the central processing date of the transaction or the government-mandated rate in effect for the day prior to the central 
processing date. If the transaction is converted by MasterCard, MasterCard will use either a government- mandated 
exchange rate or a wholesale exchange rate. The rate MasterCard uses for a particular transaction is the rate MasterCard 
selects for the applicable currency on the day the transaction is processed. The rate used to convert a particular 
transaction may differ from the rate VISA or MasterCard itself receives and may differ from the rate applicable on the date 
the transaction occurred or was posted to your account. In addition, a currency conversion assessment equal to a 
percentage of the transaction amount debited to your account may be charged and you agree to pay such currency 
conversion assessment, if any. You agree to pay charges and accept credits for the converted transaction in accordance 
with these terms and the then current applicable VISA rules. Charges that are based on a percentage of the amount of 
the transaction will be calculated on the transaction amount in U.S. Currency. If a transaction is made in a foreign country 
or with a merchant in a foreign country, you may be charged a fee equal to a percentage of the transaction amount 
debited to your account in United States dollars, and you agree to pay this international transaction fee, if any. 

23. Amendment. We may amend this Agreement upon giving you such notice as may be required by law, effective 
upon the date indicated in the notice. 

24. Additional Provisions. When your Debit Card and its PIN are used together in a transaction, the transaction will 
be a PIN Debit Network Transaction. We have also authorized use of the Debit Card without using a PIN. Based upon the 
merchant processing, when the Debit Card is used without a PIN, the transaction may be a PIN Debit Network 
Transaction or it may be a VISA Signature Transaction. This does not apply to the ATM Cash Card. 
 
 

IN CASE OF ERRORS OR QUESTIONS ABOUT 
YOUR ELECTRONIC TRANSFERS 

Telephone us at (262) 473-2112 or write to us at: 
First Citizens State Bank 

207 W. Main St., P.O. Box 177  
Whitewater, WI 53190 

 
Contact us as soon as you can, if you think your statement or receipt is wrong or if you need more information about a 
transfer listed on the statement or receipt. We must hear from you no later than 60 days after we sent you the FIRST 
statement on which the problem or error appeared. 

1. Tell us your name and account number (if any). 
2. Describe the error or the transfer you are unsure about, and explain as clearly as you can why you believe it is an 
error or why you need more information. 
3. Tell us the dollar amount of the suspected error. 

If you tell us verbally, we may require that you send us your complaint or question in writing within 10 business days. 
We will determine whether an error occurred within 10 business days after we hear from you and will correct any error 
promptly. If we need more time, however, we may take up to 45 days to investigate your complaint or question. If we 
decide to do this, we will credit your account within 10 business days for the amount you think is in error, so that you will 
have the use of the money during the time it takes us to complete our investigation. If we ask you to put your complaint or 
question in writing and we do not receive it within 10 business days, we may not credit your account. 
For errors involving new accounts, point of sale, or foreign- initiated transactions, we may take up to 90 days to 
investigate your complaint or question. For new accounts, we may take up to 20 business days to credit your account for 
the amount you think is in error. 
We will tell you the results within three business days after completing our investigation. If we decide that there was no 
error, we will send you a written explanation. You may ask for copies of the documents that we used in our investigation. 
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First Citizens State Bank Alerts Terms and Conditions 

 

Alerts. Your enrollment in First Citizens State Bank Online Banking and/or Mobile Banking (the “Service”) includes 
enrollment to receive transaction alerts and notifications (“Alerts”). Alerts are electronic notices from us that contain 
transactional information about your First Citizens State Bank account(s). Account Alerts and Additional Alerts must be 
managed and/or added online through the Service. We may add new alerts from time to time, or cancel old alerts. We 
usually notify you when we cancel alerts, but are not obligated to do so. First Citizens State Bank reserves the right to 
terminate its alerts service at any time without prior notice to you. 

 

Methods of Delivery. We may provide alerts through one or more channels (“endpoints”): (a) a mobile device, by 
text message, (b) a mobile device, by push notification; (c) an email account, by an e-mail message; or (d) your 
First Citizens State Bank Online Banking message inbox. You agree to receive alerts through these endpoints, 
and it is your responsibility to determine that each of the service providers for the endpoints described in (a) 
through (c) above supports the email, push notification, and text message alerts provided through the alerts 
service. Please be advised that text or data charges or rates may be imposed by your endpoint service provider. 
Alert frequency varies by account and preferences. You agree to provide us a valid mobile phone number or 
email address so that we may send you alerts. If your email address or your mobile device's number changes, 
you are responsible for informing us of that change. Your alerts will be updated to reflect the changes that you 
communicate to us with regard to your primary and secondary email addresses or mobile device number. 

 
Alerts via Text Message. To stop alerts via text message, text "STOP" to 41952 at anytime. Alerts sent to your primary 
email address will be unaffected by this action. To restore alerts on your mobile phone, just visit the alerts tab in First 
Citizens State Bank Online Banking. For help with SMS text alerts, text “HELP” to 41952. In case of questions please 
contact customer service at 262-473-2112. Our participating carriers include (but are not limited to) AT&T, SprintPCS, 
T-Mobile®, U.S. Cellular®, Verizon Wireless, MetroPCS. 

Limitations. First Citizens State Bank provides alerts as a convenience to you for information purposes only. An alert 
does not constitute a bank record for the deposit or credit account to which it pertains. We strive to provide alerts in a 
timely manner with accurate information. However, you acknowledge and agree that your receipt of any alerts may be 
delayed or prevented by factor(s) affecting your mobile phone service provider, internet service provider(s) and other 
factors outside First Citizens State Bank’s control. We neither guarantee the delivery nor the accuracy of the contents 
of each Alert. You agree to not hold First Citizens State Bank, its directors, officers, employees, agents, and service 
providers liable for losses or damages, including attorneys' fees, that may arise, directly or indirectly, in whole or in part, 
from (a) a non-delivery, delayed delivery, or the misdirected delivery of an Alert; (b) inaccurate or incomplete content in 
an Alert; or (c) your reliance on or use of the information provided in an Alert for any purpose. 

 
Alert Information. As alerts delivered via SMS, email and push notifications are not encrypted, we will never 
include your passcode or full account number. You acknowledge and agree that alerts may not be encrypted 
and may include your name and some information about your accounts, and anyone with access to your alerts 
will be able to view the contents of these messages. 
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